
PR2 - Prepare Respond Recover

A uniquely comprehensive package that covers everything you need to 
Prepare for, Respond to and Recover from a cyber-attack.

Combining the hands-on experience of one of the most-attacked infrastructure companies in the 
world, with over a decade’s experience in cyber training for organizations of all sizes, across 
industries, around the world, CybergymIEC is uniquely positioned to meet every cyber need. 

Our PR2 solutions are delivered by professionals from the Israeli 
national security, law enforcement and intelligence community 

and renowned cyber experts.

With us, you get:

 A uniquely comprehensive combination of products for before, during and after an attac
 An approach that addresses your people, processes and technologie
 Perfect synergy between training and services
 The most cost-effective solution in the industr
 Close attention, with time taken to really get to know your organization
 Ongoing, day-to-day support
 Emergency response in the event of an attack

Pick from our advanced cybersecurity solutions

 or take the whole package for a sum that is greater than its parts!
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Empowerment through Preparation

1. Reinforcing your readiness
Cyber readiness is a critical factor in ensuring your organization can avoid, mitigate and recover from a 
cyberattack. As part of a deep risk management process, over the course of two to three months, we will:

 Prepare an analysis of the specific threat landscape your organization face
 Advise on any regulatory requirements for how a cyberattack is to be handle
 Evaluate your technological environment and your threat mode
 Assess how long you can continue operating in the event of an attac
 Guide allocation of responsibility to teams such as press relations, finance, board etc. for real-time 

crisis managemen
 Personnel throughout your organization the tools to become cyber defenders.

2. Cyber-training your managers
As the decision makers of your organization, your managers need to be 
empowered to respond to and direct the recovery from a cyber incident. Our 
intensive, tailor-made training gets right to the point, giving managers a sense 
of capability and preparedness, should a cyberattack occur, by enabling them 
to recognize:

 What a cyber incident looks lik
 The real consequences of a cyber breach
 How to implement existing procedures for event managemen
 Who within the organization has the responsibility – and the necessary 

expertise – to carry out remediation. 
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Cyber Crisis 911

3. Real-time crisis management
On demand, and for as long as you need, our crisis management experts will accompany you through the 
steps you need to take in the wake of a cyber incident at your organization. In real time, as the crisis 
unfolds, we will

 Synchronize internal event management processes to maximize impac
 Support you in creating a roadmap leading to an active exit from the crisi
 Advise on notification of authorities, customers and partner
 Liaise with your management to explain their responsibilities and option
 Consult on how to mitigate the effects of the attack in a smart way. 

4. Ransomware negotiations
The outcome of a ransomware attack is often up for negotiation, and we will work 
to achieve the best possible exit scenario for you by

 Engaging in continuous communication with the attacker on your behal
 Assessing the nature of the attac
 Building a psychological and functional profile of the attacker
 Understanding the type of even
 Deciding what kind of negotiations to enter into, if at all: resultative- 

focused on the outcome; or tactical - to gain an understanding of the 
attacker and other an invaluable information

 Buying time for your event management team to mitigate the attack.



About CybergymIEC
Over the past century, at Israel Electric Corporation (IEC) we have 
witnessed dramatic technological advancement alongside the rise of 
technology-targeted warfare. As a critical utilities company responsible 
for generating, transmitting, and supplying electricity through an 
extensive nationwide power distribution network, IEC is one of the most 
targeted organizations in the world. 



This dubious honor led us to establish one of the most forward-facing 
cyber defense companies that leverages the endless attacks we endure 
to create the most advanced and comprehensive cyber readiness 
programs.



Established to defend and secure its own infrastructure, CybergymIEC 
provides a comprehensive suite of solutions comprised of training, tools, 
and value-added services, to ensure that people, products, and 
processes are prepared and ready for the next attack.

Contact us:

cybergymiec.com  |  sales@cybergym.com
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